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EMI can couple 1nto electronic modules intentionally or unintentionally from
high power microwave (HPM), ultra-wide band (UWB), and other sources and
cause significant “soft” reversible errors (operational disruption, gain
degradation, bit flipping, delay/response, and noise/distortion) and “hard”
irreversible errors (gate oxide break-down, junction filamentation, avalanche
break-down, metallization, interconnect peel-off and others).

Protecting by shielding can reduce this hazard but still, connecting wires, micro-
slits, and the input/output leads of packaged chips, can become effective inputs to
couple the EMI into the integrated circuit, while ESD protection from such
sources 1s not effective enough and in some cases it may even enhance the RF
effects on IC devices.

The project focuses on identifying the effects of high power microwave
interference on the fundamental components of integrated circuits (IC’s) such as
MOSFETs, CMOS inverter gates, and CMOS differential amplifiers, in order to
1dentify vulnerabilities for upset and failure and develop EMI-hardened devices,
circuits, and architecture.
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junction boundaries, MOSFET-Schematic Diagram
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* Parameters affected:
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*  We focus first on n-channel enhancement mode MOSFETs where
microwave interference is injected directly into the input/output leads,
and then on inverter gates, gate clusters, and diff. amps (on-going).

e Individual micron gate (2-20 um) NMOS on (100) 3’ p-type S1 wafers
were examined at power levels up to 30dBm, after packaging and
mounting on board for testing.

e Submicron gate (0.5 uym) NMOS devices were examined at moderate
power levels up to 20dBm by direct on-wafer probing, and their I-V
and s-parameters were measured.

* A controlled microwave signal of 1 to 20 GHz and 0 to 30 dBm was
injected first into the gate, and then into the drain. Output
characteristics and s-parameters were measured using a HP 4145
semiconductor device parameter analyzer and HP8510C network
analyzer respectively.
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Microwave interference injected into the input/output leads of devices

IC Chip Section with MOSFETSs Bonded and packaged IC Chip
* Individual MOSFETSs with gate lengths of 2 to 20 um
* Typical operating conditions: V=5V, V=7V
« Packaged chip on PC board for microwave direct injection
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1GHz 0dBm (ImW) RF injection to Gate : No significant change.

1GHz 15dBm RF injection to Gate : I, current increases significantly & zero point shift
is observed to positive I, current.

g, and r, decrease, g, increases.
RF power increase results in I, zero point, and g,, increase & g, and r, decrease.
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« g decreases and g, increases.

« Zero point is raised to significant
positive current.

« Saturation severely degraded.

e At higher frequency 5 GHz,
power effect is suppressed.

.« g (27):2.1856x104(DC), 9 x10-° (1GHz 30dBm), 2.1 x10 (5GHz 30dBm)
. g, (27):2.0325 x10° (DC), 2.45 x10 (1GHz 30dBm), 3.35 x10-5 (5GHz 30dBm)
1, (£2):49.2KQ(DC), 4.0816K2 (1GHz 30dBm), 29.8K2 (5GHz 30dBm)
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\_ Frequency effect at 30dBm IRYLN
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«  5GHz 30dBm RF injection: g, , T & g,, zero point, breakdown
* Negative zero point and decrease in I¢ at Triode region are observed.

0 3 6 9

Vs (V)

* Frequency increase results in suppressing power effect.
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Alpg vs Power (Frequency).

x10™

* RF power range of 0 to 30
dBm with 5dBm step and
frequency 1 to 5 GHz. (Alq

- AIDS(RF) - AIDS(DC) )

* RF Power effect : Alq
increases with RF Power

* RF frequency effect : Al
reduces with increasing
frequency.

* Power effect suppressed
above 5 GHz.
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* 1GHz 0dBm (ImW) RF 1injection to Drain : I, decrease observed.
* 1GHz 15dBm injection to Drain : g, decreases & g, increases.

« I,q decreases at Triode region, but increases at Saturation region with
saturation degradation evident.

* Negative zero point and cross-over is observed.
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-3
X 10 g = Al g = Al 7 :i
COAV Vs T AVslVes T &,
8§ — NoRF I
— 1GHz 30dBm RF EmY &0 ' T
6 » g, increases close to breakdown and
Ing decreases at lower biases.
(A) 4 * g, Increases.
« Zero point goes to negative value.
2 * g decreases at Triode region, but
increases at saturation region.
o « Saturation Degradation evident.
0o 1 2 3 4 5 6 7 8 9

Vs (V)

* Breakdown effects substantially
increased with reduced breakdown
voltage starting at Vg,=7.3V.

g, (£271) : 1.581x10°5 (DC), 3.75x10 (1GHz 30dBm), 2.05%10-5 (5GHz 30dBm)
ro, (2) : 63.251K0Q(DC), 2.67K2(1GHz 30dBm), 48.78K2 (5GHz 30dBm)
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*  5GHz 30dBm RF injection: g, , T & g,,, breakdown effects ¥
e Zero point from—100uA to —20 pA.
« RF power effect is reduced with RF frequency increases.
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x10™

P(f) dBm

Al vs Power(Frequency).

RF power 0 to 30 dBm with
5dBm steps and frequency 1 to 5
GHz.

(Alpg = AIDS(RF) - AIDS(DC) )

Negative Al 1s observed with
Power up to 130 dBm for all
frequency ranges and for
frequency above 4GHz for all
power ranges.

Power effect : Al,g increases
with power.

Freq. effect : suppresses power
effect at or above 4 GHz.
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1GHz & 5GHz 30dBm AR
3 -4
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1GHz 30dBm injection : significant increase in Iq current and V; — — oo.
5GHz 30dBm injection : no significant change.
Power effect dominant at frequencies lower than 5 GHz
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* 1GHz 30dBm RF injection : Vy = — .
« 5GHz 30dBm RF injection : no significant change.
* Frequency increase suppresses power effect here also.
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« Transconductance gm 4 Vps =7V
S x 10
vs gate bias with and 3  NORF
without injection. — 1GHz 30dBm RF
5GHz 30dBm RF

» Significant decrease in 2 N
gm 1s observed at gm

* Higher frequency at
5GHz suppresses the 0 ‘ ‘ ‘ ‘ :
effect of power at 30 0 2 4 6 8 10
dBm and produces VaGs[V]

similar gm value as
without RF.
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e gm vs gate bias for < 10~
injection at Drain has —  NORF
different behavior. —— 1GHz 30dBm RF (VDS=7V)
4 5GHz 30dBm RF (VDS=7V)

, , —— 1GHz 30dBm RF (VDS=5V)
* An increase 1s observed

for drain bias close to
breakdown (7 V) then
decrease at lower drain
biases at 1GHz at 30dBm.

« Higher frequency (5GHz) 0 | | | |
suppresses the effect of 0 ) 4 6 ] 10
power at 30 dBm and Vs V]

produces similar gm value
as without RF.



RF Pulse Injection to Gate

Y Power Effect
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* RF Pulse: 1GHz or 4GHz, 20us pulse width, 100Hz duty cycle.
* Bias : V=6V, V,,=8V, V,=7.6V, V. =5.6V (saturation region)

* RF Pulse injection to Gate reduces Drain voltage, hence Drain current I, increases.

* Increased RF Power results in increased I .
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* RF frequency increase results in suppressing power effect: 1GHz to 4GHz 30dBm.
* Bias : V=6V, V,5,=8V, V;,=7.6V, V.=5.6V (saturation region)

» Zero bias conditions and 1GHz 30dBm RF pulse injection to Gate, Drain voltage is
negative causing positive I at zero point, as seen in the I-V characteristics.



RF Pulse Injection to Drain
Power Effect

v . — 1GHz 20dBm
(\[,’; 7 GHy 30dBm

0 5 10 15 20
Time (s)

* RF Pulse: 1GHz, 9us pulse width, 100Hz duty cycle.

* Bias : V=3V, V,,=5V, V=4.8V, V=3V (Saturation region)

* Pulse injection to Drain in Saturation: Drain voltage V¢ decreases, hence I, increases
with RF power increasing.
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* RF Pulse: 1GHz, 9us pulse width, 100Hz duty cycle.
*RF frequency increase results in suppressing power effect: 1GHz to 4GHz 30dBm.

* At zero bias and 1GHz 30dBm RF pulse injection to Drain, output Drain voltage becomes
positive indicating negative I, (Offset), and in Triode region, I becomes less negative.
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* Injection at the gate had a profound effect on the output I-V
characteristics for power levels above 10dBm, and made the
devices mnoperable at 30dBm (soft errors).

* Device characteristics show a gradual increase in output drain
current, loss of saturation, and a positive offset current at zero
drain bias, suggesting that the induced RF field at the gate drives
the channel into deep inversion to an approximately uniform
channel that reaches no pinch-off at the drain.

* The collapse of the characteristic allows no effective gate
modulation, and the substantially increased current levels, render
the device well outside the set operational limits for the circuit.

« At frequencies > 5 GHz the power effects were found to be
strongly suppressed.
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e Continued...

 Injection at the drain resulted in a decrease in drain current (1.e.
negative Al ) for power levels up to 15 dBm, and then an
increase (positive Al,) at higher power levels.

* [-V lost saturation, and showed a significant reduction in break-
down voltage (< V= 8V). Negative current offset at zero drain
bias is evident, indicating the device starts operating at
accumulation, before going into inversion at V=0.5V.

« At higher frequencies the power effect is strongly suppressed.

 The lack of convergence of the characteristics observed in I vs
Vs plots under RF injection at the gate and drain indicates a
fully-on channel with a high concentration of electrons where a
threshold voltage cannot be defined.



i Submicron NMOS Devices under

M4\ Direct Injection at Moderate Power
N “Soft” & “Hard” Errors

Examine effects on submicron
devices using microwave
cascade probes directly on IC
chip

Gate Length varies between 0.5
um -1.0 pm, W=5-10 pum.

Operating conditions: V=5V,
V=7V

[ e

Cascade probe configuration:
150 um pitch for s-parameter Layout of individual Enhancement-Mode

measurement and RF injection. N-channel MOSFET device on I1C Chip
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« RF direct injection
D o 2OdBm at 1- Network Analyzer
20GHz

e (Cascade Probe on-
wafer measurement. ACP40-GSG-150 P
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HP 4145B
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\_ 2 & 3 GHz at 18dBm
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NMOSFET W/L=10pm/0.5um
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\__/ 1 & 3GHz at 20dBm
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Power suppression effect with increasing frequency
NMOSFET W/L=10pm/0.5pm



L S-Parameter Measurements

S-Parameters Linear Magnitude e S-parameter measurement from

1 ( NMOS W/L=10um/0.5um) 3MHz to 6GHz.
\\ —e— S11 .
0.8 \_L 3 1 ¢ NMOSFET W/L=10um/0.5um
ot % —— 522 .
Sij 0.6 [ Mm _______________________ ]« S11 and S22 indicate the
V/V) [ ] reflection of power at port 1 and 2
04l is decreasing with frequency
Tl increasing while little power is
I ] transmitted through the device
0.2 N ARk ] (S12, S21)
? 10° 210 310 410 5106 610° 71¢° °© ILhisindicates that at higher

frequencies power dissipates in

Frequency (Hz) the device!?



[ Power Dissipation at Higher

M) Frequencies: Capacitive Coupling to
\_~ Ground through Intrinsic Capacitors *

] .

Cgb —— Cgs —— Vas <v> % r, —_ Cdb

© S B

Cgs 2.33fF 6.079 fF 8.106 fF
o | e B

Ced 2.33 fF 6.079 fF 2.33 fF
Cdb 6.463 fF 6.463 fF 6.463 fF
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I-V Characteristic Gate to Drain
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2 —— No Oxide Breakdown |
—— Gate Oxide Breakdown
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Current (mA)
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e (0.5um gate N-MOS devices have been measured under microwave
injection and -V characteristics and s parameters were measured.

* Results show similar effects as those observed previously but to a
lesser extend due to lower power and levels of transmission.

 Increased frequencies suppressed power effect also.

* Device catastrophic failure (hard error) observed for injection to
Drain (more prone to failure than injection to gate due to reduced
break-down voltage) >18dBm.

* The low level of power transmission through the devices i1s
probably due to the by-pass effects of gate and drain capacitances
at higher frequencies as the s-parameter and equivalent circuit
model investigation showed.



1 Individual and Clustered Inverter
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N RF Probe Measurement Pattern

GND \ vdd
WPH-900 Needles or WPH-700 series g
probe - GND L Vdd
H EEENEN
—
RF-injection . Measurement
—l

ACEP series probe
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Differential Amp Design &
Measurement Pattern
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* Injected microwave power significantly affects output currents, g,,, 8, and breakdown
voltages (Vg ) for power levels above 10 dBm between 1 and 20 GHz.

«  Effects result in loss of switching-off capability, loss of saturation, linearity,
development of DC offset currents at zero drain bias, and substantial reduction in V.

»  The power effects were observed to be suppressed above 5 GHz, and s-parameter
measurements indicated a by-pass path to ground through the intrinsic gate and drain
capacitances for the injected power.

»  Catastrophic (hard error) failure was observed in the sub-micron devices through gate
oxide failure at levels >18dBm
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» Clusters of gates and differential amps are currently being measured to identify
coupled effects.

* RF Pulse injection will determine the effects with pulse characteristics and
isolate the impact due to avalanche and/or thermal effects.

« Examine vulnerabilities due to the intrinsic capacitive elements of the devices
and model capacitances for large signal operation.

« Apply to the study of the inverter gates and inverter gate clusters for coupled
effects and differential amplifiers.

* Design and fabricate small area individual p-n junction IC diodes with
inductor-resistor elements to examine experimentally “chaos” effects.

* Model effects into MOSFET/Gate parameters for vulnerability prediction.
« Use MOSFET devices as on-chip sensing and protecting elements (Patent).

* Develop nanocomposite coatings for IC on-chip protection. The first polymer
based nanocomposite coatings have been produced.



Y,/ Future Experiments:
_

*Small p-n Junction Diode for Chaos *Nanocomposite Coatings for IC Protection
« Design and fabricate small area B
ipdividual p-n junptign IC 1a6mm
diodes and test with inductor-
resistor circuit. _109nm
* Apply sinusoidal input and
measure current I without 7
perturbing circuit. "
L
—L ] &‘ Onm

Vsin(ot) () |:] R 129 "rT

Ground




7 Calculated RF Injection to Gate
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500MHz RF Injection Through Gate

50 S S S B B R R B
- DOC : : : : : : :
A0 |--1 —6= Wpp=1y oo i i B P
= Vpp=aY : : A : :
350 T e S A S
300
o< 0 SN SRR S Ak S S R e
Iorre : : Pl : : : ! !
150 Where :
100 |----- - gf -4 opget oo Skl SEEERRN SRR oo AR SE I, : DC biased current
I Alpgp @ increase of drain
s : : : current due to RF
O~ injection

Family of I-V characteristics at DC and 500 MHz for RF p-p voltages ranging
from 1 to 10 V. The DC gate bias per characteristic is at V=2 V.
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(1) I, = 2L (VGS _VT)Z(I"'ZVDS ):g(VG)
2 AV, =V, sin ot
(3) Ve =V, +V, sin ot
c . w
(4) Ip + Al ppe = ﬂnzzx (VG_VS_VT)2(1+/1VDS)
og 1 0°g 2
S) I, + A, =1D+[ j AVG+—( ) AV .~ + ..
8VG VGO 2 aVGz VGO
og : 1 0°g 2 . g
6 Al = V,sm @ot)+ — V, sm “wot )+ ..
(6) or (WGJVGO( ) 2(6VG2)V ( )

1 0’ y 2
7 (AT >=2—(8szJ ( : ]

0’g ) u C W
8 = n 0X (].+ZVDS)
() (aVGZ . 2L




{
D@q Injected Power Conversion

N

2
P, =% V=,2P R (><2 worst case)

P
P, =10log,, —"_ P =1x107 x10%'1°
dBm glO lmW in

0dBm 5dBm 10dBm 15dBm 20dBm
Pin ImW 3.2mW 10mW 31.6mW 100mW
\Y 0.3162 0.5657 1 1.76 3.1623

Vworst case (XZ)

316.2mW



